[bookmark: _Int_2s3OLHAX]Help Guide – Check In Check Out App	Comment by Sharan Kaur: Devices to run this solution are enrolled and managed via MobiControl	Comment by Sharan Kaur: Check In Check Out App
(App token - 8cd47a67-a57b-8724-da0d-4f5a9bff140f)

· Prerequisites:
i. Check In Check Out App must be imported into the Snap Console under the “Apps’ section. 
ii. And the devices running this solution must be enrolled and managed through MobiControl.	Comment by Sharan Kaur: Check In Check Out App must be imported to the Snap IDE/Server
 
· Updating App Variables -

A bunch of global variables are already added to this app, we need to update the values for ServerFQN, ClientId, ClientSecret, Username and Password. You can get these values from mobicontrol 

i. [bookmark: _Int_Ca7R5CqZ]ServerFQN – is Server Fully Qualified Domain name. ServerFQN can be found in the mobicontrol URL. Example: a0029391.mobicontrol.cloud

ii. Username & Password – You need a local Administrator User on MobiControl. Follow the steps to create a new local user as Mobicontrol Administrator -
a. Sign in to the SOTI MobiControl console 
b. Click on the main menu and select User and Permissions
c. Select User and click on ‘+’ icon
d. Enter a Username and Password
e. Assign MobiControl Administrators Role and click Save	Comment by Sharan Kaur: Assign MobiControl Administrators Role

iii. ClientId & ClientSecret - API clients provide an interface between SOTI MobiControl, and other services. 
a. Sign in to the SOTI MobiControl console and click on the main menu	Comment by Sharan Kaur: Click on the Hamburger Menu	Comment by Prajakta Alphanso: Keeping it as main menu as per new MC console
b. Global Settings > Services > API Client.
c. Click on the ‘+’ icon
d. In the Add API Client panel, enter a Name for the new API client.
Note: It is recommended that the Local Administrator Username and clientID be the same
e. Select Generate.
f. The Add API Client screen shows the details of the newly created API client.
Note: Copy and store the client ID and client secret before moving to the next step. After this dialog closes, you cannot retrieve the client secret.

· Creating a MobiControl Device Group for testing (Optional) – 	Comment by Sharan Kaur: MobiControl Group for testing (optional)

1. From the main menu, select Devices
2. Click on the + icon besides the Search Group > New Root Group
3. Enter a Group Name and select Create
4. A group will be created

· MobiControl Custom Data Configuration -
We need to add custom data fields in Mobicontrol to store values passed from the Check In Check out App

1. Right Click on the MobiControl Device Group, select “Advanced Configurations”
2. Select “Custom Data” under Configurations tab
3. Enable Apply changes to all child groups and devices (optional)
4. Enable Custom Data Configuration to Override Settings inherited from parent group 
5. Add Custom Data Configurations listed below: 
CheckedBackIn,  
CheckInLocation, 
CheckInTime, 
CheckOutLocation, 
CheckOutTime &
UserId


CheckedBackIn[image: ]





CheckInLocation
[image: ]

CheckInTime
[image: ]


CheckOutLocation

[image: ]
CheckOutTime[image: ]


UserId[image: ]
· Generate an XSight agent –  

1. Open XSight 	Comment by Sharan Kaur: "select" word should be on the second step.
2. Select Generate XSight Agent from the main SOTI XSight menu. The Generate XSight Agent window opens
3.  In the Generate XSight Agent panel, enter the Platform, Version, Description and MobiControl Instance. 
4. In the Advanced Settings panel, adjust the agent communication and connection settings as needed and then select Save.
5. Select Publish to generate a package.
6. The Agent Details panel displays, confirming that the agent has been successfully generated. Select OK
7.  A new package is created in SOTI MobiControl, you can add this new package to a profile to deploy to devices







· Download Snap Agent and configuration file - 

      To download Snap Agent and configuration file we need to create an enrollment rule for your device. Let’s start with creating an enrollment ID

1. Go to Snap web console
2. Open the Devices tab and select Enroll
3. Select one of the following enrollment options, for example: Using Enrollment ID. 
4. The Add Device dialog box displays.
5. For the Name field, enter a name for this enrollment rule.
6. For the Device Name Prefix field, enter a prefix that determines how SOTI Snap labels enrolled devices
7. For the Device Limit field, specify how many devices can use this enrollment rule to enroll. Leave the field empty to enable unlimited enrollments.
8. For the Group Name field, select your group if you already have one. If not click on the ‘+’ icon to create a new group
9. For automatic enrolment of devices, it's recommended to  disable the PIN and enable Skip Onboarding Screens option.	Comment by Sharan Kaur: add steps to disable pin and enable option for "Skip onboarding screens"
10. Select Generate to generate the enrollment ID and QR code

Now to get the Snap app .apk  and .ini configuration file follow the following steps
1. Go to Snap web console
2. Open the Devices tab and select Manage 
3. Select Enrollment Rules 
4. Click on the enrollment ID beside the enrollment rule name. 
5. Click on ‘Enroll using MobiControl’ 
6. Select Android, click on the 3 dots besides configuration token and select ‘Download APK’	Comment by Sharan Kaur: Add another step to download ini file
7. Snap agent is downloaded.
8. Click on the 3 dots again and select download to download the .ini configuration file, that allows you to auto enroll your device.

We need to create a package in MobiControl to upload this Snap agent and the .ini file to auto enroll our device(s) to Snap Server
1. On the MobiControl web console, select Packages from the main menu. The Packages view opens.
2. Select Add Package > Create. The CREATE PACKAGE window appears.
3. Select Android from the available platforms
4. Fill in or select an option for the following fields Package name, Description, version example: 1.0 and OS version example: 2 to 20
5. In the FILES tab, select ‘+’. The ADD FILES window appears.
6. select Add type – APK. Select Browse File or drag the Snap .apk file to upload to the package. Enable ‘Automatically Run Activity After Install’	Comment by Sharan Kaur: for apk. set it to auto launch after install.	Comment by Sharan Kaur: add file ... drop ini file .. store it under %sdcard%	Comment by Sharan Kaur: add post install script to allow Snap Agent connect to MobiControl.

7. Select SAVE to save the file. 
8. Click on the ‘+’ icon select Add Type – File. Select Browse File and drag the snapconfig.ini file. And enter file destination as ‘%sdcard%’
9. Click Save
10.  Select Next 
11. Now, we need to add a script click on the ‘+’ icon 
12. Select ‘Post-Install’ for Execution Step, paste the following script in the script editor:
add_allowed_app net.soti.snap  AllowedAll
13. Click Save
14. Click Next
15. Select Publish
16. A new package is created in SOTI MobiControl, you can add this new package to a profile to deploy to devices



· Creating MobiControl Profile –  

We need 3 MobiControl profiles 
1. Profile 1: To deploy XSight and Snap agent to devices
i. In the console, click the main menu button and select Profiles to enter the Profiles view
ii. Click the Add Profile button in the top right corner and select Android platform from the Add Profile dialog box
iii. On the General tab, enter a name and description for the profile. Move to the Packages tab and click the ‘+’ button.
iv. Since the packages are already uploaded to SOTI MobiControl, select them (Snap and XSight package) from the packages list and click Add to Profile.
v. Select Save and Assign and choose your device group/devices and then assign the profile

2. Profile 2:  Lockdown profile to lock the device to single app - Check In Check Out app
i. From the SOTI MobiControl console, select the main menu button from top left corner then select Profiles to navigate to the Profiles view.
ii. Select Add Profile in the top-right corner and select Android Work Managed platform from the Create Profile dialog box that appears
iii. Enter a Profile name, click on configurations tab 	Comment by Sharan Kaur: add Authentication profile and set Admin password	Comment by Prajakta Alphanso: I have added that below in step xii
iv. Click on the ‘+’ icon and from the Add profile configuration pop up select Lockdown from Restrictions card
v. Click on the ‘+’ icon besides Add Home Screen Items
vi. Enter display name Check In Check Out App or any other preferred name.
vii. In the Action dropdown select Custom
viii. Enter the Snap app URL – follow the steps to get a Snap app URL 
a) Login to your Snap console and click on Apps 
b) [bookmark: _Int_Lgy8ojnJ]Publish the Check In Check Out app to a Group
c) Navigate back to apps page and click on the blue icon in the published column
d) Select App Info option
e) Copy the URL
ix. Enable Use Custom Image, upload an image or select an existing image from the dropdown. 
x. Enable Launch Automatically on Start-up and Click ADD
xi. Once Home Screen Item - Check In Check Out is displayed click Save 
xii. Click on the ‘+’ icon and from the Add profile configuration pop up select Authentication from Security card
xiii. Enter a Device Administrator password and click on save. This password will be used to unlock the device or revoke the lockdown profile on the device
xiv. Once Done click Save and Assign if your device is already enrolled into Mobicontrol
xv. Select your group or device, go to Filters tab and click on ‘+ Add a filter’ and select ‘CheckedBackIn’ is not equal to ‘No'
xvi. Click Save, profile should be assigned to selected device

3.   Profile 3: Lockdown profile to display corporate apps and Check In Check Out app
i. From the SOTI MobiControl console, select the main menu button from top left corner then select Profiles to navigate to the Profiles view.
ii. Select Add Profile in the top-right corner and select Android Work Managed platform from the Create Profile dialog box that appears
iii. Enter a Profile name, click on configurations tab 
iv. Click on the ‘+’ icon and from the Add profile configuration pop up select Lockdown from Restrictions card
v. Click on the ‘+’ icon besides Add Home Screen Items
vi. Enter display name Check In Check Out
vii. In the Action dropdown select Custom, paste the Snap app URL already copied from step above
viii. Enable Use Custom Image, upload an image or select an existing image from the dropdown.  
ix. Once Home Screen Item - Check In Check Out is displayed 
x. Click on the ‘+’ icon besides Add Home Screen Items and add applications that users will need after Checkout process is completed. Below are the steps on how to allow Velocity app on the lockdown screen and automatically launch it upon successful Check out process
xi. Enter display name Velocity
xii. In the Action dropdown select Launch://
xiii. Enter the following URL - com.wavelink.velocity
xiv. Enable Launch Automatically on Start-up and Click ADD
xv. Once Home Screen Item - Velocity is displayed click Save
xvi. Click on the ‘+’ icon and from the Add profile configuration pop up select Authentication from Security card
xvii. Enter a Device Administrator password and click on save. This password will be used to unlock the device or revoke the lockdown profile on the device
xviii. Once Done click Save and Assign if your device is already enrolled into Mobicontrol
xix. Select your group or device, go to Filters tab and click on ‘+ Add a filter’ and select ‘CheckedBackIn’ is equal to ‘No'
xx. Click Save, profile should be assigned to selected device

· XSight Connection -

1. Getting XSight Topic ID:

There are a bunch of XSight topics added to the app. We need Topic id to get those you can follow the steps below:

i. Make sure Snap app is published.
ii. Navigate to the app page 
iii. In the published column of your app click on the icon
iv. Now click on the 3 dot’s and select XSight Live View Topics
v. Each XSight Topic has a unique id
vi. Copy these id’s we’ll be using them when creating a Live view within XSight
2.   Creating a Live View:
We need to create a new live view
i. Login into XSight
ii. From the main menu, select Live View
iii. In the View dropdown menu and select the Create New View icon 
iv. In the Name field, enter a unique name to identify the new view
v. In the MobiControl Instance dropdown menu, select the instance of SOTI MobiControl you want 
vi. In the Platform dropdown menu, select Android
vii. In the Filter section, select the Add Filter icon and then choose one of the following filter types- Group, Location, Manufacturer and Device Name. Use filters to target which devices to display in the view
Note: 'Group' filter is mandatory, all other filters are optional. You can add as many filters as needed.
Device - In the Configure Device Group panel, select the groups whose devices you want to add to the view
Location - In the Configure Location panel, drag the top left and bottom right corners of the red rectangle to configure the location to monitor. Move and resize the red rectangle to select a specific area on the map[image: ]
Manufacturer - On the Configure Device Manufacturer panel, select the device manufacturers you want to add to the view
Device Name - In the Configure Device Name panel, enter the name of a device to add to the view. You can filter the search using the Equals, Starts With and Contains radio buttons
viii. In the Topics to Monitor section, select the Add Topics button  
Select from the Available topics column on the left and drag them to the Selected topics column on the right to choose the topics to be monitored. You can drag topics up or down in the Selected topics column to change their order.
ix. Click on Add Custom topics
x. Select Manually configure topic(s) available on devices. Click Next
xi. Select String (arbitrary value). Click Next
xii. Select Collection Frequency – 5 seconds. Click Next
xiii. Select Retrieve data from SOTI Snap App (Android only). Click Next
xiv. Enter a Display Prompt Text – MC Device Name (use the same name as the XSight topic name in Snap). Copy the XSight Topic ID from Snap and paste it into Topic Identifier field. Click Finish
xv. Create custom topics for all  XSight topics from Snap.  
xvi. Once all the topics are created select Save.

· Create an XSight Analysis Profile:	Comment by Sharan Kaur: Why we have steps on Creating Analysis profile. I don't think its needed for this solution.	Comment by Prajakta Alphanso: XSight agent needs to have an analysis profile or else the device is not displayed in live view map
1. From the SOTI XSight main menu, select Operational Intelligence.
2. Expand the Profile list to open the profile dialog. 
3. Select ‘+’ icon to Create Profile.  Select Generic. The Analysis Profile wizard launches.
4. From the General page, give the profile a name and description. 
5. Select Next.
6. From the Assignment tab, select:
a. OS Platform - Android
b. SOTI MobiControl Instance 
c. Root device Group
7. Select Next.
8. From the list of roles, select the applicable permission options for each in this profile.
9. Select Next.
10. Choose the type of collection mode and type of data to upload. You can also use the default selections
11. Select Activate to complete the analysis profile.

· Sync MobiControl Info:
1. From the main SOTI XSight menu, select Sync MobiControl Info. 
2. Select Sync to begin the synchronization.

· How to publish and view the app
Once your device is enrolled into MobiControl and all the profiles are assigned, MobiControl will automatically install SOTI Snap and SOTI XSight on your device. Device will be locked to single Snap application, and the application is launched automatically. Open the XSight agent and have it running in the background. Now start your live view session - to start your XSight live view:
1. Click on main menu go to Live view 
2. Click on the view dropdown at the top left and select your view
3. Click on the Start button.
Now Start scanning the sample badges on the Snap app to checkout your devices


· Hardware Scanner Configuration:
Zebra:
 Open the DataWedge application and select Profile0 or create a new profile for the Snap application.
 Navigate to Basic Data Formatting under Keystroke Output and enable Send TAB Key.
Honeywell:
 Go to Settings → Honeywell Settings → Scanning → Internal Scanner → Default Profile → Data Processing Settings.
 Set the value of Suffix to \t and Wedge as Keys to 9,10,13
· Sample Scanning Codes

[image: ]                              [image: ]
Adrian Alan                                                                                  John Doe
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